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1
Decision/action requested

It is proposed to update the figures 6.13.2.1-1, 6.13.2.2.2-1, and 6.13.2.2.3-1 of solution 13 of TR 33.835[1].
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Rationale

The agreed pCR S3-190253[2] contained several figures, three of which (6.13.2.1-1, 6.13.2.2.2-1 and 6.13.2.2.3-1) were corrupted when the pCR was implemented in the TR 33.825[1]. This pCR contains the same figures as pCR S3-190253[2] for their inclusion in the TR. 
4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.835 [1]. 
**** START OF CHANGES ****
6.13.2.1
Architecture and reference points

The AKMA architecture includes two new Network Functions:

· The AKMA Authentication Function (AAuF), and

· The AKMA Application Function (AApF).

The AAuF is the authentication anchor that provides UE authentication services. The AAuF is responsible for authenticating the UE, generating the key material to be used between the UE and the AApF and maintaining a UE AKMA context to be used for subsequent requests from AApFs and hence possibly avoiding a full re-authentication run. 

The AAuF interacts with the UE over the control plane via AMF/SEAF. The AAuF interacts with the UDM/ARPF, AMF/SEAF and the AApF using Service-Based Interfaces.

The AApF is the function that benefits from the AAuF authentication services. The AApF interacts with the UE over the a2 reference point and whenever needed requests keying material from the AAuF via Service-Based Interfaces.

Figure 6.x.2.1-1 below illustrates the proposed architecture  SHAPE  \* MERGEFORMAT 


Figure 6.13.2.1-1: AKMA reference architecture
**** NEXT Change ****

6.13.2.2.2
AKMA authentication with EAP-AKA’

The authentication procedure assumes the support of the EAP framework as specified in RFC 3748 [4] such that:

· The UE takes the role of the peer,

· The AAuF takes the role of EAP authentication server

Since the UE will not be authenticated by the serving network the AAuF does not send any key material to the AMF/SEAF.
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Figure 6.13.2.2.2-1: Authentication procedure

The AKMA authentication procedure is initiated by the UE sending an AKMA authentication request message to the AMF/SEAF over NAS. 

The AMF/SEAF recognizes that the request is about AKMA authentication, determines the correct AAuF and sends an AKMA authentication request to the AAuF.  

The AAuF requests AV for AKMA purposes from the UDM/ARPF.

UDM provides authentication vector to the AAuF and indicates the authentication method. 

The AAuF triggers the EAP authentication procedure by sending an EAP request / AKA’ challenge to the AMF/SEAF.  

The AMF/SEAF forwards the EAP request / AKA’ challenge to the UE over NAS.

The UE processes the EAP request / AKA’ challenge and, if successful, sends EAP response / AKA’ challenge over NAS to the AMF/SEAF.  

The AMF/SEAF forwards the EAP response / AKA’ challenge to the AAuF. 

The AAuF verifies EAP response / AKA’ challenge and, if successful, derives the AKMA anchor key KAKMA. 

The AAuF sends an EAP success, temporary identifier pointing to KAKMA. and a validity time to the AMF/SEAF. 

The AMF/SEAF forwards the EAP success, temporary identifier and validity time to the UE over NAS.

Upon receiving the message from the AMF/SEAF, the UE derives the AKMA anchor key KAKMA.

The temporary identifier is used by the UE for subsequent requests towards AApFs as long as the validity period has not elapsed.
**** NEXT Change ****
6.13.2.2.3
AKMA authentication with 5G AKA

The procedure for running 5G AKA for AKMA purposes is described below. The AAuF terminates the 5G AKA authentication in the network side. It should be noted that since the UE will not be authenticated by the serving network, the AAuF does not send the 5G SE AV to the AMF/SEAF, but instead the AAuF processes the 5G HE AV and 5G SE AV itself. Also, the AAuF does not send any key material to the AMF/SEAF.
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Figure 6.13.2.2.3-1: Authentication procedure

The AKMA authentication procedure is initiated by the UE sending an AKMA authentication request message to the AMF/SEAF over NAS. 

The AMF/SEAF recognizes that the request is about AKMA authentication, determines the correct AAuF and sends an AKMA authentication request to the AAuF.  

The AAuF requests AV for AKMA purposes from the UDM/ARPF.

UDM provides authentication vector to the AAuF and indicates the authentication method. 

The AAuF triggers the 5G AKA AKMA authentication procedure by sending the RAND and AUTN to the AMF/SEAF.  

The AMF/SEAF forwards the RAND and AUTN to the UE over NAS. 

The UE processes the RAND and AUTN and, if successful, sends RES* over NAS to the AMF/SEAF.  

The AMF/SEAF forwards the RES* to the AAuF. 

The AAuF verifies RES* and, if successful, derives the AKMA anchor key KAKMA. 

The AAuF sends a result indication, temporary identifier pointing to KAKMA. and a validity time to the AMF/SEAF. 

The AMF/SEAF forwards the result indication, temporary identifier and validity time to the UE over NAS.

Upon receiving the message from the AMF/SEAF, the UE derives the AKMA anchor key KAKMA.
The temporary identifier is used by the UE for subsequent requests towards AApFs as long as the validity period has not elapsed.

**** End of Changes ****
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